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This badge has been awarded for the successful
completion of the Cybersecurity Essentials
course, delivered by the EU4Digital Academy
in collaboration with Minnalearn. Through
this course, the learner has gained essential
knowledge of cybersecurity, including the risk
to privacy due to digital activities, the measures
to protect against privacy threats, identifying
appropriate security measures, and gained an
understanding of common hacking threats.
They have explored general security and
cryptography principles, along with the
common applications of cryptography services
such as encryption, hashing, and digital
signatures, and an understanding of emerging
technologies and their impact on cybersecurity.
Additionally, the course has provided learners
with a framework to build a personal cyber-
safety action plan. By completing it, the learner
has developed a strong foundation in
cybersecurity, equipping them with key skills
for today’s digital world.
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Course modules:

Module 1: What is cybersecurity?
Module 2: Identity and privacy
Module 3: Securing communications
Module 4: Networks and hardware

Module 5: Emerging technologies and the
future
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There is one final quiz after the course. The
learner is required to obtain a score of 70%
correct answers for a passing grade, and

multiple attempts are permitted.
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Learning outcomes:

Reflect on the privacy risk induced by
digital activities and gain awareness on
how to protect themselves against data
theft, identity theft, cookies, profiling,
tracing.

Identify and understand the implications of
common hacking threats: malware,
phishing, social engineering, hardware
failure, theft or loss.

Identify appropriate security measures and
position them along the different activities
of defence (protection/prevention,
detection, recovery).

Describe  security  objectives  and
understand general security principles as
they relate to various online activities.

Understand the basic principles and
applications of common cryptography
services: encryption for confidentiality,
hash for integrity, digital signature for
authenticity, public key infrastructure, and
how these protect everyday digital
activities and services.

Have a basic theoretical understanding of
the evolution of emerging technologies and
the impact this could have on
cybersecurity in general.

Build a simplified personal cyber-safety
action plan, starting from  assets
identification to threats and vulnerabilities,
to solutions and implementation.
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About EU4Digital

The EU4Digital Initiative is the EU’s flagship regional programme to support digital
transformation and the harmonisation of digital markets in countries included in the Eastern
Partnership (EaP) joint policy initiative.

In the context of the European Neighbourhood Policy and the Eastern Partnership, the EU4Digital
Initiative aims to extend the benefits of the EU’s Digital Single Market to the Eastern partner
countries. By developing a stronger digital economy and society, this will generate more jobs and
economic growth, help businesses and improve the lives of EaP citizens.
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EU4Digital Contact and Social Media
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Email: euddigital@lt.ey.com

EU4Digital Academy:  https://eufordigital.eu/eu4digital-academy/
Website: https://eufordigital.eu/

Social Media:  https://twitter.com/EU4Digital
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